Test de communication entre les serveurs avec la commande PING :

Ping depuis le serveur GRAYLOG vers le serveur Windows :

root@SRV-GRAYLOG: ~# ping 172.16.0.105

PING 172.16.0.105 (172.16.0.105) 56(84) bytes of data.

64 bytes from 172.16.0.105: icmp_seg=1 ttl=64 time=0.345
bytes from 172.16.0.105: i ; =64 time=08.325

bytes from 172.16.0.105: 64 time=0.354
bytes from 172.16.0.105: icmp_seqg=4 ttl=64 time=0.361

Ping depuis le serveur GRAYLOG vers le serveur Linux :

root@SRV-GRAYLOG:~# ping 172.16.0.104

PING 172.16.0.104 (172.16.0.104) 56(84) bytes of data.
64 bytes from 172.16.0.104: icmp_seq=1 ttl=128 time=0.381 ms
64 bytes from 172.16.0.104: icmp seq=2 ttl=128 time=0.4 ms
64 bytes from 172.16.0.104: icmp_seq=3 tt1=128 time=0.3

=]
e ms

Ping depuis les 2 serveurs vers le serveur GRAYLOG :

Envoi d’une requéte 'Ping' 172.16.0.181 avec 32 octets de données :
Réponse de 172.16.0.101 : octets=32 temps<lms TTL=6U
Réponse de 172.16.0.101 : octets=32 temps<lms TTL=64

root@Ubuntu-Cli:~# ping 172.16.0.101

PING 172.16.0.101 (172.16.0.101) 56(84) bytes of data.

64 bytes from 172.16.0.101: icmp seq=1 ttl=64 time=0.345 ms
64 bytes from 172.16.0.101: icmp_seq=2 ttl=64 time=0.215 ms

AT

Vérification de ’état des conteneurs du serveur GRAYLOG :

root@SRV-GRAYLOG: ~# docker ps
CONTAINER ID IMAGE COMMAND
CREATED STATUS

NAMES
cf7095154b64 graylog/graylog:4.3-jrell "tini -- /docker-ent..
Y 5 days ago Up 5 days (healthy) 0.0.0.0:5140->5140/tcp, :::5140->5140/tcp, 0.0.0.0:9
000->9000/tcp, 0.0.0.0:5140->5140/udp, :::9000->9000/tcp, :::5140->5140/udp, 0.0.0.0:12201-
>12201/tcp, 0.0.0.0:12201->12201/udp, :::12201->12201/tcp, :::12201->12201/udp graylog-se

mongo:4.4 "docker-entrypoint.s..

5 days ago Up 5 days 27017 /tcp

graylog-mo
ngo
763e5c¢143d89 docker.elastic.co/elasticsearch/elasticsearch:7.10.2 "/tinl -- Jusr/local..
Z 5 days ago Up 5 days 9200/tcp, 9300/tcp

graylog-el
asticsearch
root@SRV-GRAYLOG: ~# [}




Vérification des statuts de NXLOG et RSYSLOG sur les 2 serveurs :

PS C:\Users\adminBA> Get-Service Nxlog

Name DisplayName

nxlog NxLlog

PS C:\Users\adminBA> |

root@buntu-Cli:~# sudo systemctl status rsyslog
Warning: The unit file, source configuration file or drop-ins of rsyslog.service changed on dis
rsyslog.service - System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; ; preset: )
Active: since Wed 2025-04-23 10:07:28 CEST; 2 days ago
TriggeredBy: syslog.socket
Docs: man:rsyslogd(8)
man:rsyslog.conf(5)
https://www.rsyslog.com/doc/
Main PID: 24582 (rsyslogd)
Tasks: 4 (limit: 2273)
Memory: 2.4M (peak: 4.9M swap: 196.0K swap peak: 196.0K)
CPU: 462ms
CGroup: {iystem.slice/rsyslog,service

Ubuntu-Cli systemd[1]: Starting rsyslog.service - System Logging Service...
Ubuntu-Cli rsyslogd[24582]: imuxsock: Acquired UNIX socket '/run/systemd/jour
Ubuntu-Cli rsyslogd[24582]: rsyslogd's groupid changed to 102

Ubuntu-Cli systemd[1]: Started rsyslog.service - System Logging Service.
Ubuntu-Cli rsyslogd[24582]: rsyslogd's userid changed to 102

Ubuntu-Cli rsyslogd[24582]: [origin software="rsyslogd" swVersion="8.2312.0"

Test de remontée des logs depuis le serveur linux :

r graylog"”

2025-04-25 19:04:08.104

2025-04-25 19:04:03.000 PC-CLIENT assurmer local

Exemple de log avec un utilisateur de UAD sur le sevreur Windows :

% e4e65b31-2208-11f0-9ce1-0242ac170004

Timestamp AccountName
2025-04-25 19:10:02.000 A1

Received by AccountType
GELF UDP on User

Stored in index ActivitylD

graylog 0 {4D29BF21-B3CA-0001-9C88-544DCAB3DBA1}

Routed into streams Channel
. Microsoft-Windows-User Device Registration/Admin

Domain
ASSURMER

ErrorCode
1355




